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· There are two D365 environment: On-premise and Cloud
· The idea is to integrate both environment without exposing On-premise to external network
· Staging database will be used to temporarily hold data from one environment to be retrieved by the other environment
· Records to be synchronized are: Product master, sales order, order posting status, stocks consumption
Technologies to be used
Technology to be used is any of the following:
· Custom Service (SOAP)
· Custom Service (JSON)
· OData Integration

Procedures
I have configured the following as per D365 Dynamics Cookbook and https://docs.microsoft.com/en-us/dynamics365/unified-operations/dev-itpro/data-entities/services-home-page :
· App Registration from the AAD
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· Azure Active Directory applications from D365O
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Authentication Code
Followed the code from D365 Development Cookbook and Github.
A. Authentication
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B. Client Configuration
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C. Authentication Testing
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D. Sample Output
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Integration Code
A. SOAP
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B. JSON
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C. ODATA
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Error
A. SOAP
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C. ODATA
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public class OAuthHelper

€

public const string OAuthHeader = "KTIAuthorization";

public static string GetAuthenticationHeader (bool useMebAppAUthenticaiton = false)
€
string aadTenant = ClientConfiguration.Default. ActiveDirectoryTenant;
string asdClientappld = ClientConfiguration.Default.ActiveDirectoryClientippld;
“tring aadResource = ClientConfiguration.Default.ActiveDirectoryResource;
string aadusername = ClicntConfiguration.Default.Usernane;
string asdPassword = ClientConfiguration.Default.Password;

AuthenticotionResult authenticotionResult
var authenticationContext = new AuthenticationContext(asdTenant, TokenCache.Defaultshared);
suthenticationResult = authenticationContext. AcquireTokendsyne(

asdiesource,

sadClientipptd,

new Ur' (U ————")

new Platforaparancters(Proptsehavior. Auto)).Result;

I/authenticationResult = authenticationContext.AcquireTokenasync(
7 sadResurce,

7 aadClientapptd,

/] new UserPasswordCredential (sadUsernane, asdPassword)) .Result;
Console.HriteLine (authenticationResult. TenantId. Tostring());
Feturn authenticationResult. CreateAuthorizationteader(;
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namespace TestAuthentication

{
—
| class Program

{

Oreferences
itati: void Main(string[] args)
var ocauthHeader = OAuthHelper.GetAuthenticationHeader();
Console.riteLine(oauthHeader. Tostring())
Console.ReadLine();
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Bearer eyJ@eXAi0iIKV1QiLCIhbGCi01ISUZTINI IsIng1dCI6TKZ TaW11RIGTMODHHNKWEAt dJE2bkSaY2VEYy TS ImtpZCI6TKZ Takl11RnJGTmODHHNKI
EdtdjEzbk5aY2VEYy 9. eyThdnQi0i JodHRWC Z0VL 3VzbmNivbmVib3hheDF hb3MuY2xvdkQub251YmO4LmRSbF taNz LmNvbSTsInlzCy 6 Inh@dHB20i
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class Program

{
public const string CustBalanceServiceName = "KTICustBalanceServices";
[STAThread]
Oreferences
static void Main(string[] args)
{

var authenticationHeader = OAuthHelper. GetAuthenticationHeader();
var serviceUriString = SOAPHelper.GetSoapServiceUriString(CustBalanceServicellane, ClientConfiguration.Default.UriString);

var endpointaddress = new EndpointAddress(serviceUriString);
var binding = SOAPHelper.GetBinding();

var client = new KTICustBalanceServiceClient(binding, endpointAddress);
var channel = client.InnerChannel;
KTICustBalanceDataContract custBalanceContract = new KTICustBalanceDataContract();

custBalanceContract. Company = "USHF”
custBalanceContract..CustomerAccount = "DE-001";

processData processData = new processData();

var callContext = new CallContext();
callcontext. Conpany = "USHF

callContext. Language = "en-us" |
callContext.partitionkey - "initial’;

processData. _custBalanceDataContract = custBalanceContract;
processData. CallContext = callContext;

try
{
using (OperationContextScope operationContextScope = new OperationContextScope(channel))
{
HttpRequestiessageProperty requestMessage = new HttpRequestiessageProperty();
requesthessage. Headers[OAuthtelper . OAuthteader] = authenticationteader;
OperationContext.Current.OutgoingMessageProperties HttpRequestiiessageProperty.Name] = requestiessage;
var result = ((KTICustBalanceService)channel).processData(processData);
Console.WriteLine("Balance {0}, result.result);
i
1
catch (Exception ex)
{
Console.riteLine(ex. GetBaseException() . Tostring()) s
i

Console.ReadLine();
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class RootObject
{

Orefarences

public object CallContext { get; set; }
Lreference.

public CustBalanceDataContract _custBalanceDataContract { get; set; }
¥
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class CustBalanceDataContract

{
Lreference.
public string Company { get; set; }
f—
public string CustomerAccount { get; set; }
Oreterences

public string DateTransactionDate { get; set; }
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class Program

{

public static string sessionUrl = "/api/services/KTICustBalanceServices/KTICustBalanceservice/processbata”;

Oretarences
static void Main(string[] args)

{

var custBalance = new CustBalanceDataContract()

{
CustomerAccount = "DE-001",
Company = "USHF"

i

var new RootObject();

custsalanceDstaContract - custéalance;
String json - JsonConvert. Serializeobject(rootason

string GetUserSessionOperationPath = string.Format("{6}{1}", ClientConfiguration.Default.UriString.TrimEnd('/"),

Var request = HEtpicbRsquest.Create(GetUserSessionOperationPath) ;
request.Headers[OAuthtelper . OAuthHeader] = OAuthtelper.GetAuthenticationHeader();
request.Method = "POST”

request.ContentLength

UTFaEncoding encoding = new UTFEncoding();
Byte[] byteArray = encoding.GetBytes(json);

request.Contentlength = byteArray.Length;
request.ContentType = @"application/json”;

using (Stream dataStream = request.GetRequestStrean())

{
datastrean.urite(byteArray, @, byteArray.Length);
i
long length
try
{
using (HttphiebResponse response = (HttphiebResponse)request.GetResponse())
{
using (Stream responseStream = response.GetResponseStrean())
{
using (StreamReader streamReader = new StreamReader(responseStream))
3
String responseString = streamReader.ReadToEnd();
Console.riteLine(responseString) ;
i3
i
length = response.ContentLength;
i
1
catch (ebException ex)
{

//todo do something for your ex
Console.riteLine(ex.GetBaseException() . Tostring()) s

sessionUrl);
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class ERGERSN

{

public static string OdataEntityPath = ClientConfiguration.Default.UriString + "data”;

true);

Oreferences
static void Main(string[] args)
{
Uri oDataliri = new Uri (OdataEntityPath, UriKind.Absolute);
var context = new Resources(oDataliri);
context.SendingRequest2 += new EventHandler<SendingRequest2EventArgs>.
delegate (object sender, SendingRequest2EventArgs <)
{
var authenticationHeader = OAuthHelper .GetAuthenticationHeader ();//usekiebAppAlthenticaiton
. Requestiiessage . SetHeader (OAuthtielper .OAuthHeader,, authenticationeader);
b
createVendor (context);
Console.ReadLine();
¥
Lreference
public static void createVendor(Resources context,
{
string vendAccount = *DLS357";
try
{
Vendor vendorEntity = new Vendor();
DataServiceCollectioncVendor> vendorEntityCollection = new DataServiceCollectiondVendor>(context).
vendorEntityCollection. Add(vendorEntity);
vendorEntity.VendorAccountliunber = vendAccount;
vendorEntity.Vendorfiame = “Donn”;
vendorEntity.VendorSearchiame = "DLS";
vendorEntity.VendorPartyType = "Organization
vendorEntity. AddressCountryRegionTd = "PHL";
vendorEntity. CurrencyCode = "PHP'
vendorEntity.VendorGroupId = "16";
vendorEntity.DataAreald = “USHE";
context. SaveChanges(
SaveChangesOptions.PostOnlySetProperties
SaveChangesOptions. BatchiithSingleChangeset)
Console.WriteLine(string. Format("Vendor {6} created!”, vendAccount)).
¥
catch (DataServiceRequestException g)
{
Console.WriteLine(string. Format("Vendor {6} failed!”, vendAccount))
¥
¥
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‘Administrator/Documents

Server stack trace
at System.ServiceModel.Channels. ServiceChannel .HandleReply(ProxyOperationRuntime operation, ProxyRpc& rpc|
D

at System.ServiceModel.Channels.ServiceChannel.Call(String action, Boolean oneway, ProxyOperationRuntime
peration, Object[] ins, Object[] outs, TimeSpan timeout)
at System.ServiceModel.Channels. ServiceChannelProxy. InvokeService(IMethodCallMessage methodCall, ProxyoOpel

rationRuntime operation)
at System.ServiceModel.Channels. ServiceChannelProxy. Invoke(IHessage message)

Exception rethrown at [6]
at System.Runtime.Remoting.Proxies.RealProxy.HandleReturniiessage(IHessage reqhsg, IMessage rethsg)

at System.Runtime.Remoting.Proxies.RealProxy.PrivateInvoke(MessageData& msgData, Int32 type)
at KTISOAPApplication.KTICustBalanceServices.KTICustBalanceService. processData(processData request)

at KTISOAPApplication.Program.Hain(String[] args) in C:\Users\Administrator\documents\visual studio 2015\|
Projects\GFP_CommonProcessIntegration\KTISOAPApplication\Progran.cs:line 52
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- <Event xmins="http://schemas.L
- <system>
<Provider Name="Microsoft-Dynamics-AX-IntegrationServices" Guid="{ 2C3AFFC2-9A4D-4328-9600-F7DA1B244253}" />
<EventD>4</EventiD>
<Version>0</Version>
<Level>2</Level>
<Task>S</Task>
<Opcode>0</Opcode>
<Keywords>0x4000000100000004 </Keywords>
<TimeCreated SystemTime="2018-04-16T02:22:15.7212006002" />
<EventRecordID>74113 </EventRecordID>
<Correlation ActivityID="{72BDCADC-C1B6-0001-9D33-C672B6C1D301}" />
<Execution ProcessID="13128" ThreadID="8968" />
<Channel>Microsoft-Dynamics-AX-IntegrationServices/Operational</Channel>
<Computer>MININT-S45GUTR</Computer>
<Security UserID="§-1-5-20" />
</System>
- <EventData>
<Data Name="ComponentName">CustomServices</Data>
<Data Name="exceptionMessage" >System.ServiceModel.Web.WebFaultException " 1[System.ComponentModel. Win32Exception]:
Forbidden (Fault Detail is equal to System.ComponentModel.Win32Exception (0x80004005): There is insufficient account information
to log you on). </Data>
<Data Name="infoMessage">Exception occured during Soap request.</Data>
</EventData>
</Event>

icrosoft.com/win/2004/08/events/event">
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ystem.Net_WebException: The remote server returpeg an errar: USL) Snesthorized-
at System.Net.HttpWebRequest .GetResponse ()
at KTIJSonApplication.Program.Hain(String[] args) in C:\Users\Administrator\documents\visual studio 2015\Projects\GFP
CommonProcessIntegration\KTIISonApplication\Program. cs:line 56
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- <Event xmins="htty
- <system>
<Provider Name="Microsoft-Dynamics-AX-IntegrationCommon’ Guid="{E302EAEE-788B-4F73-A738-13C86F720DEB}" />
<EventID>0</EventiD>
<Version>0</Version>
<Level>a</Level>
<Task>1</Task>
<Opcode>0</Opcode>
<Keywords>0x4000000100000002 </Keywords>
<TimeCreated SystemTime="2018-04-16T02:24:55.5984850002" />
<EventRecordID>89 </EventRecordID>
<Correlation ActivityID="{72BDCADC-C1B6-0000-F39C-C872B6C1D301}" />
<Execution ProcessID="13128" ThreadID="12602" />
<Channel>Microsoft-Dynamics-AX-IntegrationCommon/Operational </Channel >
<Computer>MININT-S45GUTR</Computer>
<Security UserID="§-1-5-20" />
</System>
- <EventData>

/schemas.microsoft.com/win/2004/08/events/event'>

‘ComponentName">ServicesRequestSessionHandler</Data>
infoMessage">An unauthorized request occurred and the token service url at
https:/ /login.windows.net/kationtechnologies.onmicrosoft.com/oauth2/authorize was added to the http context in item
dynamics.Session.Unauthenticated. </Data>
</EventData>
</Event>
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An unhandled exception of type ‘System.Net.WebException' occurred in System.dil

Additionalinformation: The remote name could not be resolved:
‘usnconeboxaxaos.cloud.onebox.dynamics.comdata’
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